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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.814.
2
References

 [1]
3GPP TR 33.814 V0.3.0, “Study on the security of the enhancement to the 5GC location services.”
3
Rationale





UE may report faked or altered location estimate or measurements. The network assisted positioning method doesn’t rely on the reports provided by the UE. So, the location estimate can be trusted with the network assisted positioning method. When LMF selects positioning method, the network assisted positioning method has higher priority if requirements can be satisfied. Otherwise the location estimate calculated by the network assisted positioning method can be used to verify the result based on UE’S report.
4
Detailed proposal

*************** Start of Change ****************
6.x.1
Introduction

This solution addresses Key issue #5.
There are three common positioning procedure to acquire UE’s location.

- 
For UE based positioning method, the measurements are made by the UE. The location estimate computations are made by the UE.

- 
For UE assisted positioning method, the measurements are made by the UE. The location estimate computation are made by the LMF.

- 
For network assisted positioning method, the measurements are made by the NG-RAN. The location estimate computation are made by the LMF.
The network assisted positioning method doesn’t rely on the reports provided by the UE. So, its location estimate can be trusted. However, for UE based/assisted positioning, if UE reports faked or altered location estimate or measurements, the external client/NF/AF will interpret that the UE is somewhere else than it actually is.
For location service with higher reliability requirements, it may be preferred or necessary to verify the location estimate. The network assisted positioning method is trusted and preferred. If the network assisted positioning method cannot satisfy the QoS reqirement, UE based/assisted positioning method is chosen by LMF. Considering that location estimate or measurements reported by UE may be faked or altered, the estimation calculated using the network assisted positioning method can be used in addition for verification purpose. If the network assisted positioning failes to use, such as some necessary measurements are not available, the location of UE’s residing cell can be refered for further verification.

6.x.2
Solution details

The Figure 6.x.2-1 below shows an example of procedures and messages. 
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Figure 6.x.2-1: 5GC-MT-LR Procedure for the commercial location services 
Using both UE based/assisted positioning and network assisted positioning costs extra signalling overhead. For LCS services with higher reliability requirement, it may be preferred or necessary to do so. A reliability indicator based on the LCS client type and subscribtion data is used to indicate the preferred positioning method. This indicator is sent from (H)GMLC to LMF in setp 4, 5, and 10. (H)GMLC. LMF uses this indicator to determine position methods in step 11.

For location service with higher reliability requirement, the network assisted positioning method takes higher preference. Only network assisted positioning method is utilized if the other requirements including UE and PLMN capabilities, QoS, and LCS Client type are also met. Otherwise, UE based/assisted positioning method is needed. The positioning estimate calculated using the network assisted positioning method can be used to further verify the estimate or measurement received from the UE. So both UE based/ assisted positioning and network assisted positioning are utilized as shown in step 12 and step 13. The estimate calculated by network assisted positioning can be trusted as baseline. If the estimate calculated by UE based/assisted positioning is within the error range, the estimate can be treated as trust. The estimate with better accuracy will be reported to GMLC afterwards. Otherwise, LMF issues an alarm to GMLC and the external client/NF/AF, which indicates UE may have reported a faked or altered location information.

6.x.3
Evaluation

This solution enables enhanced location verification for UE reports. If the network assisted positioning method is used, the network will avoid receiving any faked positioning report. If using both UE based/assisted positioning and network assisted positioning, the extra verification make it possible for the network to avvid collecting any faked estimate exceed the error range.

It may have an impact on LMF about how to determine positioning method. Additional network assisted positioning for verification purpose may have extra cost.
*************** End of Change ****************
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